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Quality monitoring assures VoIP peering service levels



1. Execu�ve summary

The success and con3nued growth of VoIP is increasing ever greater pressure on network operators’ bandwidth resources. One area in which

pressure has become apparent in a very public way is in VoIP peering, which involves carriers establishing direct connec3ons between their net-

works to exchange traffic, rather than rou3ng it via the public Internet.

High-profile disputes between peering partners have led to connec3ons being severed — to the detriment of both the end-user and, by implica-

3on, operators’ businesses.

Switch-offs are only the 3p of the iceberg and this paper argues that, in order to mi3gate the risks associated with these o#en fragile rela3on-

ships, carriers should establish measures to ensure that the peering ecosystem delivers the highest level of service quality to the subscriber.

This paper makes the case for end-to-end visibility of networks and performance through comprehensive monitoring and automated processes

that enable service issues to be iden3fied and corrected before they impact the peering rela3onship or, worse, affect the customer.

2. Introduc�on

The con3nued growth of VoIP and the associated demand for ever-higher bandwidth are straining the VoIP network operators and their peering

partners. Peering is a well established process through which service providers exchange traffic with one another by establishing direct connec-

3ons between their networks. The most popular business model is one based on mutuality: peering is free-of-charge as long as both partners ex-

change rela3vely equal amounts of traffic.

However, high-profile IP peering disputes — most recently between Cogent and Sprint — have demonstrated that these rela3onships can quickly

encounter difficul3es when the ra3o of traffic traded by the partners swings out of balance. If no commercial agreement can be reached, the

‘disadvantaged’ carrier may switch off the connec3ons to the peering partner’s network — leaving customers high and dry.

The greatest share of IP peering traffic has tradi3onally been Internet traffic, but increasingly, VoIP and video services are being bundled with In-

ternet traffic. As real-3me services have a cri3cal reliance on high quality connec3ons to prevent distor3on, noise and dropped calls, the peering

business model changes. It is moving from being defined by traffic equality alone to including quality as an addi3onal factor.

As a result, VoIP service providers need to ensure, day to day, that their traffic is accorded the same Quality of Service (QoS) on partner networks

as the partners’ own traffic.

3. The VoIP peering quality challenge

Carriers use VoIP peering for two fundamental reasons.

First, peering is a route to capital and opera3onal cost reduc3ons — thanks to the minimal interconnec3on fees and lower equipment and facili-

3es expenditure.

Second, peering helps improve service quality. A VoIP call may transi3on between PSTN and IP networks a number of 3mes, and needs to be

transcoded at every intersec3on. By reducing the number of transi3ons between the two network types, VoIP peering reduces the number of re-

quired transcoding steps, minimizing the impact of packet loss, delay and ji4er as the call moves from one network to another.



Given the fragility of commercial peering rela3onships, carriers need to establish measures that mi3gate the associated risks and ensure that the

peering ecosystem delivers the highest level of service quality to subscribers. Establishing service level agreements (SLAs), partner-specific qual-

ity targets and problem-resolu3on processes is fundamental. However, enforcing them has been a challenge. Without adequate tools to monitor

service quality con3nuously, faults and non-compliance with SLAs can o#en not be found and addressed quickly enough to prevent subscriber

traffic from being affected.

However, wai3ng for a customer to complain about service quality is not a sustainable business model — especially when customer acceptance

of VoIP is cri3cal to its growth and service quality is a key differen3ator. It is therefore not enough to rely solely on reac3ve troubleshoo3ng tools

to address problems.

Analyses of trouble-3ckets have shown that it can take hours to properly iden3fy a VoIP-related problem within a carrier’s own network. The lack

of adequate monitoring tools means placing test calls to replicate a fault is frequently the only way to trace its source. This fault-finding process

becomes dis3nctly more complex — and lengthy — in a VoIP peering scenario, where sessions may transi3on several partner networks. Worse

s3ll, a fault on one partner’s network is likely to cause a ripple effect across other partners’ networks as well.

This highlights the requirement for end-to-end visibility of networks and service performance through comprehensive monitoring and automated

processes that enable issues to be iden3fied, and corrected, before they reach the surface.

4. Monitoring the VoIP peering ecosystem pays dividends

Monitoring VoIP quality throughout the peering ecosystem is not just of interest to network opera3ons. It has direct value to network engineer-

ing and planning, as well as to front-office func3ons such as customer service — not to men3on the impact on VoIP business growth and service

providers’ brand image.

Cri3cal to the value of monitoring is the ability to segment voice quality data by peering partner. The opera3onal staff needs detailed informa3on on

network ac3vity. They need both a bird’s-eye view of the peering ecosystem and the ability to drill down to analyze traffic flow and individual call

routes (see Figure 1).

Figure 1: From high-level to granular monitoring.
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As many operators have evolved their opera3onal and business support infrastructure in line with the growth of their service offerings, network engi-

neering and planning informa3on is o#en spread across mul3ple management systems. To enable efficient planning, this informa3on needs to be

available centrally from a monitoring solu3on. Linked to comprehensive service visibility is the need for automated alerts when network quality prob-

lems arise. By defining service quality thresholds within the monitoring system, an operator can make sure that alarms are raised automa3cally if QoS

levels drop below a specific level, or if faults arise. Thus quality engineers can iden3fy and address problems at a much earlier stage.

In this way, carriers can save valuable engineering 3me and staff costs. In a recent operator study, Empirix found that staff 3me spent on trou-

bleshoo3ng was reduced by more than one-third a#er the operator deployed a proac3ve monitoring strategy.

The same study also highlighted that monitoring can reduce service and partner ac3va3on costs by automa3ng interoperability tes3ng for new

partners and service verifica3on for subscribers.

Another area in which monitoring can make a major difference is in customer service. Rarely does a network issue only affect a single customer

— it is more likely that significant numbers of subscribers will reach for the phone. By addressing faults more proac3vely, operators can reduce

the volume of in-bound calls, meaning that their call center agents will have fewer calls to handle. The end result is a posi3ve impact on on

staffing and opera3onal costs.

Monitoring can also help predict the levels of trouble-3ckets more accurately — enabling the carrier to allocate call center resources more realis-

3cally and save costs as a result.

5. Avoiding the ‘blame game’

As already indicated the rela3onships between peering partners are o#en delicate and may not be strong enough to withstand conflict.

Well-defined, enforceable SLAs are difficult to impose. It is rela3vely easy to switch from one peering network to another, as most carriers have

common peering points with each other to ensure redundancy for disaster recovery. And as traffic is mostly exchanged free of charge, there is no

financial incen3ve to stay loyal to any one partner. In this delicate environment, disputes and fault condi3ons should not be prolonged, nor

should rela3onships with partners be tarnished by playing the ‘blame game’. It is therefore cri3cal to ensure that service quality can be meas-

ured equally stringently on both sides of the interconnect.

A comprehensive monitoring solu3on enables partners to iden3fy the source of a fault quickly, accurately and reliably. In this way, a lengthy

stand-off can be avoided — and with it the costs and risks of legal proceedings, customer churn and a tarnished brand image.

There are also some strong arguments in favor of monitoring from a prac3cal, day-to-day perspec3ve. For instance, most VoIP service providers

use least-cost rou3ng and peering routes that change dynamically through the day. Monitoring could help them determine which interconnect

partner offers the best voice quality for the lowest cost, and route traffic accordingly- providing an incen3ve for partners to deliver high-quality

connec3ons.

As communica3ons services become commodi3zed, subscriber decision-making will be increasingly influenced by more intangible differen3ators

such as service quality. Detailed, ac3onable monitoring data can make a cri3cal contribu3on in this process, and ensure greater customer sa3s-

fac3on and loyalty, with a posi3ve impact on the bo4om line.

6. Cri�cal elements for a VoIP peering monitoring solu�on

In order for a VoIP peering monitoring strategy to deliver the comprehensive visibility and repor3ng required to manage service quality, it must

provide four cri3cal outputs: call comple3on metrics; voice quality sta3s3cs; mul3dimensional repor3ng and analysis; and automa3c no3fica3on

of service level issues.



6.1 Call comple�on metrics
A network operator must know in real 3me if calls to or from a peering partner are comple3ng and, if not, it has to be straigh2orward to find the

cause and resolve it. The monitoring system has to present a clear view of the — o#en highly complex — signaling paths for each call as it trav-

erses to and from a peering network. With the help of call flow diagrams, it must be possible for opera3ons staff to iden3fy which peering part-

ners and customers are involved in any specific call.

6.2 Voice quality metrics
Of all the issues that can arise in VoIP, voice quality issues are the most difficult to detect. Yet voice quality is the most no3ceable quality indica-

tor for subscribers – and the one to which they are the most sensi3ve. Voice quality is what shapes customers’ percep3ons of overall service

quality. Customers are used to PSTN service quality and expect the same level from VoIP. Therefore, maintaining a handle on voice quality for

peering network interconnec3on is a business impera3ve.

The ability to view voice quality levels — and the different factors affec3ng it (see Figure 2) — for each and every call is crucial as calls move from

one network to another.

Figure 2: Elements affec3ng voice quality

6.3 Mul�dimensional service reports and analysis
As recurrent conflicts have shown, peering contracts are no guarantee that either party will meet the agreed service level commitments. If an

operator has no means of assessing whether peering partners are mee3ng set targets, they have no objec3ve means to highlight a partner’s

non-compliance, and thus no recourse against them.

In prac3cal terms, this means that VoIP signaling and media records for every call need to be presented in a way that is 3mely, insigh2ul and ac-

3onable. The monitoring system needs to scale from high-level views of the ecosystem to granular details of individual calls, in line with the spe-

cific requirements of the carrier. In order to realize the full value of monitoring data, reports should be accessible in real 3me to opera3onal staff.

6.4 Automa�c no�fica�on of service level issues
More importantly for the value of proac3ve monitoring, carriers must be no3fied of any service issues in a 3mely manner. If the voice quality of

calls going through a peering network suddenly plummets, the carrier must be able to iden3fy which customers are affected by the service

degrada3on, to what extent, and which peering partners may have contributed to the problem.
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Automa3c alerts based on predefined triggers are crucial for highligh3ng such service issues

and their causes as early as possible, enabling the operator to respond proac3vely and

reroute traffic while the problem is being resolved.

7. Summary

Proac3ve VoIP peering monitoring can play a crucial part in making some3mes fragile peering

rela3onships stronger and more manageable. It enables service providers to exert greater

control over the peering ecosystem by establishing an independent basis for nego3a3ng and

measuring service levels.

Given that the success of VoIP depends on raising acceptance among end-customers — and

that perceived quality is central to this — ge5ng a stronger handle on service issues will be

essen3al to operators’ subscriber reten3on and growth strategies.
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